BEYOND COMMS:
TECHNOLOGY TRENDS
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“We must encourage them to
look over the fence, beyond their
own industry borders, to let
their imaginations run wild, to be
brave with their ideas, and not let
perceived ideas about cost stand
in their way. Those old barriers are
gone now.”
Kevin Golding, Applications Manager at
South Midlands Communications
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CHANGE IS THE
ONLY CONSTANT
“If you think that the
internet has changed
your life, think again. The
Internet of Things is about
to change it all over again!”
Brendan O’Brien,
CIO, Aria Systems

The current explosion of emerging digital technologies
is changing our lives every day, putting access to more
information than we’ve ever had at our fingertips. This wave
of disruption is forcing industries the world over to rethink
the basic infrastructures they rely on.
We see new technology standards emerging at a rapid pace.
While exciting, that’s a risky prospect for any organization
that wants to take advantage of the latest technology,
while ensuring their systems remain secure and reliable.
New technologies come with new possibilities, along with
new security and safety risks.
So what technological disruption does the future hold,
what trends are emerging, and what do you need to know to
be prepared?
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Five Predictions for Disruption
Arm, a leader in data security, Internet of Things (IoT) and
Artificial Intelligence (AI) solutions has published a list of
predictions for drivers that will soon disrupt your business:
• Intelligent home goes mainstream.
There’ll be more IoT home products available to
consumers from mainstream household brands,
expanding past leading consumer brands and
whitegoods to encompass mainstream lighting, irrigation,
heating/cooling, and other household names — bringing
increased automation and efficiency to everyday tasks.
• Personalized delivery.
Delivery options will start to see increasing flexibility.
The combination of smartphones with GPS positioning
data and the increased deployment of low-cost sensors
to provide visibility and tracking of assets could allow
delivery to customers anywhere, not just at specified
hardcoded locations like a home or office.
• Better health-care service.
Deployment of sensors and better connectivity in
hospitals will mean that hospital personnel will have realtime visibility into the location of their equipment and
orders, bringing a better quality of service to patients
and reducing the time to find critical medical equipment.
• Smart cities look to improve revenue streams and
citizen engagement.
Drivers for smart cities will mature from just cost
reductions (e.g., LED lights or better waste management)
to better citizen engagement and more revenue streams
(e.g., red-light violation detection, Wi-Fi hotspot, 5G
services, smart towers, crime detection/analysis,
information broadcast) with the help of advanced
technologies like computer vision and ML.
• Smart buildings use more tech for efficiencies.
Smart buildings will increasingly move toward space
optimization, object detection for safety/security,
wayfinding, and asset tracking with the help of advanced
technologies like locationing, computer vision, and ML.
Source: EE Times.
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Evolve or Become Extinct
“Once a new technology rolls over you,
if you’re not part of the steamroller, you’re
part of the road.”

While Internet of Things (IoT) applications increase,
specialized subsets are emerging, like the Internet
of Life Saving Things (IoLST). Private mission
critical networks of devices with a wide array
of sensors and actuators bring the promise of
improved medical care, situational awareness and
safety for deployed first responders.
Many issues with the internet are due to its rapid
growth, as the entire digital economy is now
dependent on it. Both connectivity and complexity
are growing exponentially.
In 2007, there were 1.2 billion Internet users. In 2017,
there were 4.2 billion. The number of IoT connected
devices is projected to be 25 billion by 2021.
By 2024, LTE networks could cover 90 percent of
the population. How will your organization adapt
to take advantage of this increasingly connected
environment? What is your competition doing, and
will you be able to keep up?

Stewart Brand, Writer, Entrepreneur
Technological change can disrupt every aspect of
business operations. This brings both significant
threats and enormous opportunity to open up
new markets, deliver new products and radically
improve service.
Technology is becoming central to business
strategy, defining what is even possible. Executives
now ask what innovations are coming and how
they will reshape their industries. Expectations for
improved customer experience, reduced costs and
radically different value propositions are rising.
Disruption is coming from unexpected directions.
As with Ridesharing apps’ rapid impact on
public transport, executives are wise to expect
competition from outside their own industry.
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Living on the Edge
“It takes 20 years to build a reputation,
and few minutes of cyber-incident to ruin it.”

as water supply and public health systems, the
potential risks to both the economy and public
safety are significant.
Consider the impact of the 2017 WannaCry
cyberattack on the United Kingdom National
Health Service (NHS). It led to the cancellation of
19,000 appointments, diversion of ambulances, and
ultimately cost almost £100 million. Despite the
risks, organizations continue to adopt emerging
technologies faster than they can address the
security issues.
Business leaders and CEOs have the influence
necessary to address these overarching issues
through industry governance and well informed
decisions on technology infrastructure.
But how revolutionary will these changes need to
be for critical communications networks to be able
to cope? Wholesale replacement of networks brings
inevitable cost and disruption to essential services.
There must be a better way.

Stéphane Nappo, CISO, Société Générale
As we see a revolution toward edge computing,
with a wide variety of IoT devices in the field,
security practices are likely to be inconsistent
across vendors. This opens the door to risk of
direct attacks and privacy breaches.
Industry leaders are heavily in favour of embedding
security into technology, particularly with regard to
the IoT and Industrial IoT (IIoT).
While many respected vendors promote open
standards and robust security tools, there will
always be the temptation to reduce cost through
cutting corners. This short sighted approach
invariably leads to greater costs when security
breaches occur.
In a world where computers and networks are
deeply embedded in critical infrastructure, such
7

Exceeding Expectations
“Public Safety’s appetite for situational
awareness data, especially video, has
accelerated thanks to the roll-out of national
LTE networks such as FirstNet in the U.S., the
Emergency Services Network (ESN) in the
United Kingdom, and SafeNet in Korea.”

This has driven industrial reliance on cellular
networks, but a shadow of doubt hangs over
them: can cellular networks be considered mission
critical? Few industries around the world are
willing to stake their lives on cellular technology
alone; instead they choose to maintain mission
critical LMR networks in tandem with cellular
communications.
Managing multiple networks introduces new
problems. Separate networks create a fragmented
communications environment. Field staff are forced
to carry multiple devices to participate in multiple
networks. Capability is divided, as some users have
access to functionality that others don’t. In the
worst of scenarios, failure of communication can be
life threatening.
This division can’t be considered mission critical.
Fortunately, there are solutions.

John Gorrell, Vice President of Corporate
Strategy, Tait Communications
For the past decade, critical communications
have been defined by the capability of digital land
mobile radio (LMR) networks. Despite relatively low
bandwidth, this technology has proven time and
again that it remains reliable through events that
bring cellular networks to their knees.
Today, critical industries demand to take advantage
of the functionality offered by modern networks:
video, broadband data, IoT, cloud applications. All
stretching LMR bandwidth.
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Unified Critical Communications
“The future of comms is really the convergence
of voice and data over multiple bearers, to make
that happen in a seamless way for the end user,
so they don’t care what network they’re on: it
just works”.

Multiple networks can be integrated so they’re
managed as one, delivering communications to
users, unaware that their comms are delivered via
multiple networks.
The proliferation of high bandwidth 5G and low
cost IoT brings opportunities for convergence
with LMR networks. In the Industrial IoT, with high
functioning but incredibly low cost devices, the
potential arises to create extremely low cost PTToC
(Push To Talk over Cellular) services.
For 5G, the focus is on high bandwidth and low
latency. This creates the potential for low power
edge devices that collect data, upload to powerful
cloud services for processing, then stream info to
the edge for real-time situational awareness.
Unified Critical Communications will be a game
changer for organizations where timely information
can mean the difference between life and death.
A closer look at what forward thinking industries
are doing today reveals exciting opportunities.

Ross Spearman, CTO, Tait Communications
To meet future expectations, the major ongoing
trend is network integration. Converging separate
networks into one system takes advantage of both
the high bandwidth of broadband and the reliability
of LMR networks, with capability for industry
specific applications.
Unlike the traditional model of a single
communications technology, Unified Critical
Communications (UCC) combines the strengths of
a diverse range of technologies, while mitigating
their individual weaknesses. Users can take
advantage of the right device for their role, and
stay connected regardless of geography or
conditions.
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Ambulance:
The Changing Face of Emergency Medicine
Geoff Waterhouse, Programme Director for
Health Infrastructure at New South Wales
Ambulances, Australia, shares how Unified
Critical Comms is already impacting lives.
In the past, the role of paramedics was primarily to
transport people to hospital, without the time or
technology to do much more.
Most services remain committed to taking the
patient to the hospital, but a new emergency
medical model is evolving, which takes the hospital
to the patient. EMS organizations must now build
up technology in their fleets, so paramedics can do
more for patients.
Ideally, there would be specialist doctors in every
ambulance, but that’s not feasible. Paramedics will
need to increase the types of medical conditions
they can treat. After triage, the goal is to apply the
appropriate care as quickly as possible, stabilize
condition, and increase recovery or survival
chances. Going to a hospital for treatment is just
one possible outcome.
For heart attack patients, survival chances
are increased by immediate treatment. This
requires highly trained paramedics with real time
communication from specialists. The clinician in
the ambulance can connect to the cardiologist
reviewing the patient’s file, or to a triage doctor
describing appropriate treatment.

The “connected clinician” model introduces a suite
of new applications for paramedics, securely across
one platform. Eventually, paramedics will work
hands free as much as possible. Wearable, hands
free communication will mean paramedics can
focus on treatment, not communications.
Through IoT devices, we can have seamless
connections to multiple medical practitioners, who
can advise, prescribe, monitor, and direct patients
to a hospital only if necessary.
A seldom discussed issue is violence toward
paramedics. For personal protection, duress
monitoring is built into paramedics’ shirts. Defined
biometric levels open the mic on the comms device
which then communicates and records, to alert
dispatch and initiate support.
Some ambulance services are considering
driverless vehicles. Initially, establishing trust will be
an issue, but it’s likely all traffic flows will eventually
be managed by computers. Staff now working
as drivers could be upskilled and redeployed as
paramedics, solely responsible for clinician tasks.
Traffic control solutions, like automated green
lights at intersections for emergency vehicles are
being trialled. Emergency service organizations
can integrate with dispatch systems to forecast
emergency calls and provide ambulance pathways
along a green light corridor.
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Public Transport:
Moving on down the Road
One of the largest bus networks in Europe
has migrated to digital comms network.
They manage all bus services within the city
area, including route planning, service quality,
bus stations and stops.
With over 650 contracted bus routes, over 9,500
vehicles, and more than 19,000 bus stops, network
supports over two billion passenger journeys each
year, making it one of the busiest bus networks in
the world.
The bus radio system is an integral and critical
component, but it is challenged by growth in
passenger numbers. Increased congestion,
roadworks, and less space available for buses mean
more disruption, and more voice calls to maintain
bus network performance.
Initially designed for only 7,000 buses, the radio
network had reached capacity. A radio optimisation
project revealed daily calls were averaging 62,000,
with major events spiking to over 74,000 daily calls.
It was clear a new radio system was required, and
it needed sufficient capacity, coverage and IP
connectivity to support planned future voice and
data capability.
They needed the highest radio quality with efficient
call handling and emergency call response, with
capacity for the growing number of calls.

The solution was a DMR Tier 3 network, designed
to be a resilient integrated platform with support
for future requirements: VoIP, iBUS2 and PTToC for
enhanced health and safety, and operations.
The Tait Unified Vehicle platform replaced the
existing bus radios, interfacing with the on-board
ITS (Integrated Transport System). Supporting
multiple carrier standards including DMR, cellular
and WiFi, the embedded Linux computer runs
custom applications to improve passenger service.
The digital system provided much clearer, crisper
voice comms, particularly in areas of poorer
coverage, crucial for daily operations. Increased
network capacity has improved the bus service
through efficient route control.
They now plan to extend their comms platforms to
their many staff in the field via PTToC, improving
situational awareness, safety and service quality.
This new comms platform can support the
successful deployment of future transport
initiatives, with the necessary tools to support next
generation developments, like ITxPT.
A Unified Critical Communications solution has
given one of the largest public transport providers
in the world a reliable, flexible, future proof
platform, with room to adapt to virtually anything
the future holds.
11

Mining:
Digging Deeper with Digital
Faced with falling revenue and profits, the mining
industry has turned to technology changes to
grow future business.
Innovations in digital comms, IoT, IP networking
and IT have created opportunities for optimized,
automated operations in the mining industry.
Connected by integrated networks, custom edge
devices share data to servers for storage and
processing. As the number of devices sending realtime data scales, the bandwidth required is huge.
Solutions that improve safety, monitoring,
and enable automated or remote driving need
massive data throughput at low latency. A mix of
innovations working in parallel are required to serve
the complex needs of the mine of the future.
Companies trialling smart mine programs are wisely
first investing in upgrading their comms systems.
Mines are installing private LTE networks, the same
technology behind cellphone systems. This offers
a high capacity, low latency, resilient, efficient
network. LTE can handle diverse data uses, like
voice, reporting and automation, while prioritizing
traffic through Quality of Service (QoS).
But LTE has limitations. Coverage areas are small
compared to LMR, requiring more towers, and
service can vary depending on network load. When
network traffic spikes, some applications may
fail altogether. Pairing LTE with LMR enhances

coverage and provides a fail-safe for mission
critical applications.
Since starting production in 2009, a large, openpit gold and copper mine in Western Australia has
become one of the country’s largest producing
gold mines, with 2,000 employees and contractors,
operating 24 hours a day, 7 days a week.
Their radio network is a critical system - should
it fail, work halts, costing millions per hour. Mine
growth required additional voice channels. A DMR
Tier 3 network replaced the analog system, adding
more voice and data capacity, including GPS and
location services for worker safety.
The DMR network transmits around 15,000 calls
per day. Volume in a busy hour can be between
1,000 and 1,200 calls. DMR is flexible enough to
support a format appropriate to the environment.
To the user, it seems like a conventional radio
network, while taking full advantage of trunked
network features. An ideal solution for great ease of
use while supporting numerous talk groups.
Looking to the future, vehicle automation is being
explored for the mine. The current projected
profitable site life is only five more years. An initial
feasibility study indicates automation would lower
operational costs enough to increase that to
over ten more years. Innovative technologies are
creating opportunities that can’t be ignored.
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Utilities:
Putting it all on the Line
Utility leaders need to consider the big picture
of their voice and data comms, including all
potential impacts on their operations.
Technologies like satellite, LTE, LMR and IoT
can’t be viewed independently, but must all
be considered as part of a Unified Critical
Communications plan.
LTE has unlocked a new world of broadband
data for utility organizations. Both private and
commercial LTE networks use open standards,
and while private LTE networks are a great fit
for Utilities, the cost is significantly higher than
commercial LTE or private LMR.
The convergence of low cost IoT devices with
commercial LTE, especially imminent 5G networks,
offers the means and bandwidth for low cost
distribution automation.
Some reliability and availability is sacrificed
however, as commercial networks are prone to
failure during storms, precisely when Utilities need
them most. Coverage is greater in more densely
populated areas, but Utilities must also provide
reliable service in remote areas, beyond commercial
LTE coverage.
For these reasons, Push to Talk (PTT) over LMR
continues to be a necessary mode of comms, as
operations such as connect/disconnect, outage
management, distribution and transmission

services all require significant voice coordination.
Voice remains king as the universal data translator.
Advancements in LMR technology mean utilities
who transition from analog to digital can double
the use of their existing spectrum; simulcast
advancements expand their capacity and coverage
even further. Worker safety features like Man Down,
Lone Worker, and GPS enhance their ability to
restore power safely.
As data offers many applications to improve overall
efficiency, cellular broadband has become a larger
part of a typical Utilities communication strategy.
LTE has come a long way and continues to develop
rapidly; its data capabilities unlock countless
efficiencies for day-to-day operations, but it cannot
match LMR reliability. Ultimately, if workers in
the field do not have reliable communications,
they simply cannot restore power in a safe, cost
effective way.
Voice and data technology advancements are
coming from both private and commercial network
providers, requiring individual decisions on which
combination best meets your requirements.
Rather than choosing one technology or another,
many modern utilities are choosing to unify their
critical communications. Sharing both voice and
data comms with anyone, anywhere, on any device
is now a possibility.
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Mission Possible:
Integration and Applications are Shaping the Future
Kevin Golding, Applications Manager at South
Midlands Communications (SMC) discusses how
innovation affects us all.
It is clear to see that the communications world
is changing rapidly. However, what our customers
are looking for has changed very little. They still
want the best possible communications solution
that they can afford. The big changes are in how
we deliver those solutions, and how much more
complex and innovative those solutions can be now,
without being prohibitively expensive.
Not long ago, our customers shied away from any
type of integration, because they knew it was going
to be expensive. The good news is that in the last
three or four years, integration has become a lot
less costly, so we really need a mindset change in
the industry.
No longer can we operate in silos, believing that
our system is all our customers are using for their
critical comms. Equally though, no longer should
network operators shy away from incorporating
other technologies because they believe that
complexity equals cost. Today’s radio network is
just one element of the communication solution,
and it must integrate seamlessly with all the other
technologies in use. This change is happening
fast, as different technologies become both more
accessible and more affordable.

The communication industry is already impacted
by the availability of IoT equipment, and that
impact is set to increase rapidly. Right now, IoT is
largely consumer-driven and lacks the robustness
needed for critical communications. For instance,
when a customer wants to read a device 10 miles
away, across a field, radio is still the best choice.
Cellular is available but is not sufficiently reliable.
An IoT company may offer a low-cost solution,
but as yet, it is likely to be even less reliable
than cellular.
When we are seeking that perfect combination of
affordability and quality, an essential ingredient
is standards. Across a communications network,
the various technologies and devices can only
talk to each other by using similar protocols and
standard interfaces which have been defined and
understood, implemented and tested by all parties.
In the past, closed protocols meant that equipment
manufacturers would work with only one or two
other vendors. That doesn’t offer customers a
good solution, because it reduces their choice of
equipment supplier, and potentially, increases cost.
Open protocols give customers flexibility and avoid
vendor lock-in. So while some manufacturers still
promote closed protocols – and it may seem less
expensive initially – it is rarely in the customer’s
long-term best interests. Undoubtedly, we are
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getting more open with protocols, but there is still
plenty of work to do in this area.
Customers are beginning to realise that they can
now do a lot more with their comms network than
they could previously – in fact, more than they ever
imagined. And we are really only at the beginning
of what they might ask for. Already, we are involved
in many different and exciting projects.
Some examples:
At a UK airport, the radio system is integrated with
the airport database to automatically allocate jobs
to coaches based on flight information. That would
have been an enormous project a decade ago, but
now it’s relatively easy and affordable because
standards mean you can mix the technologies.
By combining analog signalling over a marine radio
with DMR Tier 3 digital trunked systems, operators
can control marine radios hundreds of miles away.
That mix of old-fashioned VHF marine technology
with new DMR Tier 3 trunked puts voice over DMR
then re-transmits over marine radio. In the past,
that would have been too expensive to consider,
but now it’s possible. And it’s not just voice. We
support full DSC data on marine radio, relaying
ship-to-ship information many hundreds of miles
out at sea, back to shore.
Many integration projects now pick up events and
alarms and alerts from various systems, from fire
alarms to burglar alarms, and process them via a
single control system.
In a car manufacturer spray paint department,
we monitor the paint levels in every pot and send

that information over the radio – this prevents the
chassis being spoiled by splatter. We also monitor
weight sensors on each corner of every vehicle
chassis on the conveyor carrier as they go round
the factory. If they become unbalanced, an alert via
radio lets workers know that a particular carrier has
an issue.
This innovation is particularly interesting because
it required absolutely no changes to the factory’s
building automation software or processes. The
controlling Windows PC prints to a virtual printer
using its normal software, and the radio system
acts as the virtual printer, forwarding the alerts to
the display on the radio as a text message.
Integrating a keyboard with a radio in a vehicle
means users are no longer restricted to the buttons
on the front of a radio itself; you can now plug a
traditional USB keyboard into the back of a Tait
Unified Vehicle radio using AppBuilder.
There’s virtually nothing that can’t be achieved
now. The key thing is that vendors, integrators,
customers and end users must all re-evaluate the
restrictions they have in their minds because it’s all
changed.
But in the end, it all comes back to a really oldfashioned idea – old-school conversations with
every one of our customers about what they need
and what they want. We must encourage them to
look over the fence, beyond their own industry
borders, to let their imaginations run wild, to be
brave with their ideas, and not let perceived ideas
about cost stand in their way. Those old barriers
are gone now.
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